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B.Sc. I SEMESTER [MAIN/ATKT] EXAMINATION

MAY- JUNE 2025

CYBER SECURITY
[C++ Programming and Security Applications]
[Major Subject]
[Max. Marks : 60] [Time : 3:00 Hrs. ]

Note : All THREE Sections are compulsory. Student should not write any thing on question paper.
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[Section - A]

This Section contains Multiple Choice Questions. Each question carries 1 Mark. All
questions are compulsory.
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Q. 01

Q. 02

Q. 03

Which of the following 1s used to define a constant in C++ ?
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a) #define b) const
¢) Both (a)and (b) d) #const

Which of the following C++ functions 1s safer for copying strings ?
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a) strepy() b) strnepy()

c) gets() d) strcat( )

What 1s the purpose of an information security policy -
a) To create new software b) To store passwords

¢) To set rules and guidelines for d) To give users internet access
organizational security
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Q. 04

Q. 05

Which type of cloud offers the highest level of control and security -
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a) Public cloud b) Private cloud

¢) Hybrid cloud d) Community cloud

Sending threatening emails 1s called -
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a) Phishing b) Cyber Bullying
¢) Data breach d) Spoofing

[Section - B]

This Section contains Short Answer Type Questions. Attempt any five questions in this
section in 200 words each. Each question carries 7 Marks.
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Q. 01

Q. 02

Q. 03

Q. 04

Q. 05

Q. 06

What is Object Oriented Programming ? Explain the features of object
Oriented Programming.
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How is decision making implemented with the use of if - else - if ? Explain
with example.
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What is availability in the context of Information Security ? List the three
main principles of information security.
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Define data encryption in the context of cloud security. Why 1s data privacy
a concern in cloud computing ?
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Describe how confidentiality is maintained in Digital Communication.
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What 1s an Array ? Explain various types of array with example.
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Q. 07

Q. 08

Mention one real life cyber crime case in India.
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Why 1s Cyber Crime Increasing ? What does section 66 of the IT Act cover ?
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[Section - (]

This section contains Essay Type Questions. Attempt any two questions in this section in
500 words each. Each question carries 10 marks.
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Q. 09

Q. 10

Q. 11

Q. 12

Compare traditional crimes with cyber crime. How can awareness reduce
cyber crime ?
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What 1s Cloud Security ? Why is it important ?
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What are the common information security measures used in organizations ?
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How is security enhanced using the features of OOP in C++ ?
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